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Projects	CYPRO	and	ASPIRE:	Long	Term	Goal	

Design	robust	mechanisms	for	defending	Cyber	
Physical	Systems.	
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Focus	Areas	

Water	treatment	and	distribuQon	systems	
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Electric	power	generaQon,	transmission	

and	distribuQon	systems 
This	talk 

Robots	and	robot	swarms 

Testbeds 



Testbeds	
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Testbeds	for	Research	Support	

§  Water	distribuQon	[OperaQonal	by	April	15,	2016]	
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§  Electric	power	generaQon,	transmission	and	
distribuQon	[OperaQonal	by	end	of	2016] 

 

§  Water	treatment	[OperaQonal] 

§  IoT	[OperaQonal	by	June	2016] 



Research	focus	

§  CreaQon	of	aZacker	and	aZack	models	for	CPS	
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§  Understanding		the	impact	of	aZacks		 

§  Design	of	robust	detecQon	mechanisms 

§  Design	of	ulQmate	defense	mechanisms 

CollaboraQon	with	MIT	and	Imperial 



SWaT	
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https://www.youtube.com/watch?v=2r1ctjULCnI&feature=youtu.be 



SWaT:	Secure	Water	Treatment	Testbed	
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SWaT:	CommunicaQons	
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AZacks	
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AZack:	Reconnaissance	
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§  Access	to	local	plant	communicaQon	network 

§  Wireshark	and	Zenmap	used 

§  Mapped	local	networking	setup;	determined	
available	services. 

§  Anonymous	FTP	login	enabled	the	discovery	of	
hidden 

§  files	that	appear	to	contain	the	complete	HMI	
configuraQon 

§  	Sensor	and	actuator	commands	captured 



AZack:	Compromise	through	wireless	network	
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§  AZacker	in	physical	proximity	(within	WiFi	range) 

§  Access	point:		MOXA	AWK-5222-EU;	WPA2	security	
scheme	with	pre-shared	keys.		 

§  Perform	brute-force	aZack	or	evil	twin	aZack.	 

§  Web	interface	for	PLC	configuraQon	had	a	default	
password	using	which		WiFi	password	can	be	
obtained	quickly. 

§  	Sensor	and	actuator	commands	captured 



AZack:		Compromise	through	Direct	Physical	Access	
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§  AZacker	has	direct	physical	access 

§  Re-wiring	the	network	possible 

§  SD	card	slots	can	be	used	to	update	control	logic 

§  	Sensor	and	actuator	commands	captured 



Impact	analysis	
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Single	Point	AZacks	
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Impact:	Components	affected	
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Q:	How	does	an	aZack	on	a	single	component	affect	the	
remaining	components? 

PrioriQze	security	efforts. 



Flow	rate	reducQon	
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Q:	How	does	the	flow	rate	change	when	LIT401	is	aZacked? 

Overflow	if	aZack	not	detected 



DetecQon	and	defense	
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§  ReconfiguraQon	control	for	defense	upon	aZack	
detecQon	is	under	design. 

§  DetecQon	mechanisms	for	SSSP	and	SSMP	aZacks	have	
been	developed	and	tested	to	be	found	effecQve. 

§  DetecQon	mechanisms	for		MSSP	and	MSMP	aZacks	is		
under	design. 



Summary	
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§  AZacker	model	enables	a	clear	specificaQon	of	the	space	of	cyber	and	

physical	aZacks	feasible	on	a	CPS.	 

§  AZack	space	is	potenQally	infinite,	an	aZacker	model	allows	limiQng	the	

aZack	space,	by	constraining	to	a	finite	number	of	points.	 

§  LimiQng	the	aZack	space	allows	a	designer	of	defense	mechanisms	to	focus	

on	finite	domains	for	aZack	design. 

§  RealisQc	testbeds	allow	extensive	experimentaQon	with	realisQc	aZacks	

and	the	design	of		effecQve	detecQon	and	defense	mechanisms. 



QuesQons?	
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