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ABSTRACT

This paper presents QoWater, a novel user-centric crowd-
sourcing system that enables mobile users to evaluate the
quality of drinking, recreational, and irrigation water. The
QoWater follows a client-to-server architecture. Via QoWa-
ter clients, users upload their feedback about the water qual-
ity, together with their position and a timestamp in the
spatio-temporal database of QoWater. At the same time, a
wireless sensor network monitors the water distribution net-
work (WDN) and uploads the measurements to the QoWater
database. We have developed a proof-of-concept implemen-
tation of QoWater and performed a preliminary analysis.
The paper also highlights the research directions and chal-
lenges for developing a robust and effective mechanism.

1. INTRODUCTION
Many countries are entering a period of severe water short-

age. According to forecasts for the period 1990–2025, there
will be an increasing number of water-deficit countries and
regions including not only West Asia and North Africa but
also some of the major breadbaskets of the world [1]. We
are facing also a water quality crisis. Almost one-quarter
of the world population lacks a safe supply of water and
half the population lacks adequate sanitization. Millions of
people die annually from diseases caused by unsafe drink-
ing water and lack of sanitization [2]. Ensuring adequate
sanitization of the collected water at treatment/sanitization
facilities, proper preservation at the storage tanks, as well
as secure transportation through water distribution networks
(WDNs) is critical for drinking, recreational, and irrigation
water. WDNs are large networks that consist of various
components, such as storage tanks, valves, pumps, and pipes
(e.g., of total length in the range of hundreds to thousands
miles) [3]. Finished water flows through these components
and finally arrives to customers. However, failures of these
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components often induce pollution or infection of the trans-
ported water. For example, pressure loss or change may
result in backflow incidents during which contaminated soil
water enters the WDN through pipe breaks or leaking joints.
Corrosion of iron, copper, and lead parts of the WDN (e.g.,
due to the introduction of free chlorine for disinfection [4]) is
another cause of water pollution. Furthermore, world pub-
lic awareness for possible terrorist attacks on water supply
systems has increased dramatically, following the events of
September 11, 2001, in the United States [5]. Accidental hu-
man activities could also result in contaminated water being
delivered to customers. In general, water contaminants can
be divided into three categories: chemical, microbial, and
radiological [6]. Humans can detect changes in the drinking
water quality [7]. In order to minimize the risk and conse-
quences of contamination events, real-time user-in-the-loop
Cyber-Physical Systems (CPS) should be developed for the
monitoring and automatic control of WDNs.

At the same time, the advances in wireless and sensor
networks, cloud services, and smartphones have enabled the
monitoring of large-scale dynamic environments and real-
time data analysis. Crowdsourcing and participatory sens-
ing in large-scale systems provide the capability to monitor
in real-time the quality of service (QoS) as well as to esti-
mate and predict the perceived quality of experience (QoE).
Based on this information, personalized recommendations
can be provided to customers for the appropriate services
according to their profile. Smart data analytics can enable
service providers to improve their services. Furthermore,
sophisticated QoE models and prediction algorithms can be
developed. These issues are relevant in a plethora of appli-
cation domains and markets. We have developed the u-map
system targeting telecommunications [8, 9]. The u-map per-
forms QoE estimations from cross-layer network measure-
ments and user subjective feedback (score) to provide rec-
ommendations about the service in different regions. In this
work, we apply the u-map paradigm for the assessment of
water quality and water distribution networks.

Motivated by the need to a) closely monitor the infras-
tructure in its full extent, including the last-mile access
network, b) incorporate customer feedback in the monitor-
ing process, c) raise customer awareness about their water
quality and properties, and d) in the case of a contamina-
tion event, automatically warn customers and prevent trans-
portation of contaminated water, we have been developing
the QoWater. The QoWater aims to monitor water distribu-
tion networks, collect measurements from sensors and feed-
back from users in real-time, and perform data analytics,
recommendations about the water quality. It employs wire-
less sensor networks (WSN) to monitor the infrastructures
of water providers and crowdsourcing to collect real-time
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Figure 1: A diagram of the QoWater in the context
of a water distribution market.

customer feedback and opinion scores about the water qual-
ity (Fig. 1). QoWater then informs customers about the
estimated performance of various services. Providers can
also access QoWater to obtain measurements about their
infrastructure and user feedback about their services perfor-
mance, as well as customer demand and QoE criteria to po-
tentially improve/adjust their deployment and services, as-
sess their pricing decisions and their strategic network plan-
ning in an inexpensive manner. QoWater can act as a “semi-
automatic” contamination warning system (CWS) that ap-
propriately notifies customers, providers, and regulatory au-
thorities about various failures or deficiencies, minimizing
health risks and reducing maintenance costs (e.g., when cer-
tain conditions on QoE and/or sensor readings hold).

We performed a preliminary study of the QoWater in a
controlled environment, collected measurements, and feed-
back and show some of the potential benefits of the system.

The paper is structured as follows: In Section 2, we overview
the related work. Section 3 describes the architecture of
QoWater, while Section 4 presents the implementation of
the system and its calibration, as well as the results of a
preliminary user study. Finally, Section 5 summarizes our
conclusions and future work plan.

2. RELATED WORK
A large body of work has been devoted to identifying

the optimal placement of sensors in a water sensor network
[3, 5, 10–14]. Edthofer et al. have compared the perfor-
mance of various water sensor network designs. Perelman et
al. have proposed the use of remote mobile sensors in addi-
tion to the fixed water quality sensors for the enhancement
of water distribution system security [15]. Hart et al., in
their review of sensor placement algorithms [14], have high-
lighted the need for solving large-scale problems, overcom-
ing the limitations on available computing resources. The
proposed algorithms can be employed by QoWater for an
efficient placing of sensor nodes. Extensive work has also
been done for the detection of contamination events. Other
activities focused on the detection by sensor nodes [16–21],
while others [22, 23] on the incorporation of the customer
complaints as an additional monitoring tool. Edthofer et
al. [17] have suggested that the station management mod-
ule is combined with a self adapting data validation mod-
ule that marks suspicious data, corrects minor problems,
and provides feedback when data is too unreliable. Zhao
et al. [20] proposed the use of conventional water quality
parameters (e.g., free chlorine, total chlorine, chloride, pH,
turbidity, conductivity, ammonia-nitrogen, nitrate-nitrogen,

total organic carbon (TOC), and oxidation-reduction poten-
tial (ORP) as surrogate parameters providing indications of
contaminants in the water. They also highlighted the need
for a comprehensive study about the correlation of a broad
selection of contaminants (especially organic chemicals) and
the water quality parameters. Mix et al. [22] suggested a
customer complaint surveillance (CCS) component that is
key part of a CWS. The CCS includes technology for real-
time detection, timely response to water quality calls, and
the ensuing work management aspect of complaints indica-
tive of contamination in water distribution systems. Whel-
ton et al. [23] emphasized the need to improve customer
feedback data collection by a) filtering the calls about water
quality, b) using electronic storage (e.g., online databases,
geographical information systems), c) using uniform coding
and terminology, d) creating templates for data entries, e)
gathering in-depth information, and f) making data accessi-
ble to multiple users. The QoWater can extend the state-of-
the-art event detection algorithms by integrating user feed-
back.

Storey et al. [24] provided a review of the available sen-
sors, technologies for detecting anomalies within water sys-
tems, sensor placement optimization tools, and data han-
dling and communication technologies. They concluded that
there is a need for predictive models that better describe
distribution system dynamics and contaminant transport
within a distribution system. Wei et al. [25] introduced a
smartphone-based mercury ion sensor platform, which uti-
lizes a battery-powered opto-mechanical reader attached to
the existing camera of a smartphone. Mahmoud et al. [26]
have designed a recommender system that predicts the Po-
tential of Hydrogen (pH) of drinking water from 5 measured
parameters. The sensors presented in these papers can be
incorporated on users’ smartphones or on sensor nodes.

There are some related applications for smartphones [27–
31], too. Jonoski et al. [27] have developed two applications
for smartphones. The first one allows the user to select a sen-
sor of the Soil Water Assessment Tool (SWAT) depicted on
a Google Maps screen as well as a time period and download
the available data in image format. The second one focuses
on the dissemination of measured water quality information
about several lakes used for swimming, bathing, and surfing;
it enables mobile users to send feedback in the form of either
a free-text message or an image taken by the phone camera.
DJB [28] is an Android application that allows residents of
Delhi to register complaints or suggestions (e.g., dirty wa-
ter, missing of manhole cover, sewer overflow, and leakage
of water) about their WDN. Water Quality Meter [29] is
an Android and iOS application that accesses the readings
(e.g., pH, and dissolved oxygen) of an extra hardware sensor
connected to the smartphone via Bluetooth. There are also
applications [30] [31] that allow residents to report problems
on the 311 systems of several U.S. cities. None of these appli-
cations provides a comprehensive solution that allows users
to review the water quality and incorporate their feedback
in the recommendation and alert mechanism.

There have been proposed algorithms that detect contam-
ination events based on sensor measurements. The time
for the detection of such events depends on the number of
senors. It would be interesting to explore the potential bene-
fits of the integration of the user feedback in the performance
of a CWS.

3. ARCHITECTURE
The QoWater follows the client-to-server architecture and

consists of three types of devices: a) A QoWater sensor
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Figure 2: Architecture of the QoWater system.

node placed at a specific point on the WDN measures ob-
jective water quality parameters and uploads its measure-
ments to the QoWater server. b) A QoWater client, running
on smartphones, enables a user to indicate its feedback, or
a scientist to record a detailed water quality report. The
QoWater client then associates the feedback/report with the
current time and location of the smartphone. The collected
data are dynamically uploaded on the QoWater server. c) A
QoWater server collects, processes, and stores the data from
both the QoWater sensor node and the QoWater client in
its spatio-temporal geo-database. The large size and hetero-
geneity of the collected measurements, as well as the need
for data integrity, fault-tolerance, erroneous-data detection
(e.g., injected by mis-configured or malicious users), treat-
ment of missing values, protection of user privacy, and access
control are critical aspects that need to be considered for the
design of the QoWater.

The QoWater sensor node (simply “sensor node” from
now on) consists of a monitor, a back-end interface, and
a number of sensor probes. The monitor samples the sen-
sor probes and uploads the measurements on the QoWater
server, through the back-end interface. The back-end in-
terface includes a HTTP client to communicate with the
QoWater server. Also, these measurements are broadcasted
to the IP subnet broadcast address, on a specific port.

The QoWater client (henceforth referred to as client) in-
cludes a back-end interface, data recorder, database, and its
GUI. The GUI provides several functionalities. The query-
ing functionality allows the user to query about the quality
of water resources in a specific area. Water resources are
classified in three types, namely, bottled, tap, and natural
water (e.g., fountains, wells, rivers, lakes). Users can adopt
two different roles, namely the customer and the scientist.
These roles have different authentication requirements. Cus-
tomers have to indicate their age and gender, while scien-
tists also provide their name, affiliation, and e-mail. Age
and gender are required, because of their effect on the taste
perception [32]. The GUI enables both roles for the as-
sessment of quality of the water, by using different input
forms. The customer form provides fields for overall (i.e., 1–

(a) (b) (c)

(d) (e) (f)

Figure 3: GUI screenshots from a QoWater client
device: (a) home screen, (b) building of a query,
(c) presentation of the query result, (d) customer
feedback form, (e) scientist feedback form, and (f)
measurements from a sensor node.

5 star rating), color (i.e., red/brown, green/blue, white, and
black), taste (i.e., bitter, salty, and sweet), odor (i.e., sewer,
chlorine, gasoline, and chemical), appearance (i.e., floating
particles, sand, milky, rusty, stain, animal, and plant), and
pressure (i.e., no water, low, and high) evaluation. A photo
captured with the camera may also be attached to the form
input. “Animal”and“plant”appearance denote the presence
of living or dead animals and plants, in or near the water
source (e.g., insects or moss in tap water, animal near a wa-
ter fountain). The scientist form prompts for chemical (i.e.,
turbidity, temperature, pH, Br, Cl, Na, K, Mg2, NO3,
A, P , N , H , C, Ca ions, dissolved oxygen—DO, chemi-
cal oxygen demand—COD, biochemical oxygen demand—
BOD, and acidity) and biological (i.e., ephemeroptera, ple-
coptera, mollusca, trichoptera, escherichia coli, coliform bac-
teria, cryptosporidium, and giardia lamblia) measurements,
as well as color, appearance, and pressure assessment. Once
filled, the form may be uploaded on the QoWater server
or saved locally. Form data is annotated with the current
location of the device, provided by the GPS sensor of the
Android device, or a network-based location estimation, as
well as a timestamp. Both forms use uniform coding and ter-
minology, instead of free-text input fields. The client uses an
SQLite internal database to store the recorded data. For the
database operations, the OrmLite object-relational mapping
package is used. The back-end interface includes a secure
HTTP client and the functionality that connects the client to
the QoWater server using the JSON data-interchange format
for communication. Another functionality of the back-end
interface is to listen for broadcasts from sensor nodes. When
a client connects to a LAN, broadcasted measurements are
received and displayed on GUI plots.

The QoWater server includes the set of services and mech-



anisms to receive data from clients, process, store, and ana-
lyze it, as well as allow controlled access to it. The QoWater
server consists of a PHP application, geo-database, mem-
cached service, and security and privacy components. The
PHP application is a content management system, running
on an HTTP server, that enables the QoWater server-client
as well as server-sensor node communication. The registra-
tion and login processes are also implemented in the PHP
application using a certificate authority to sign and vali-
date client certificates. The server employs the PostgreSQL
database management system with the PostGIS extension,
which allows the formation of spatial queries. The user pri-
vacy is protected by requiring authorization for granting ac-
cess to the data. The client-to-database connection relies
on the end-to-end security that protects the integrity and
confidentiality of the submitted data by leveraging standard
technologies (e.g., public-private key pairs, TLS). To fur-
ther protect sensitive information, only access to aggregate
statistics is allowed. Data from sensor nodes and clients is
directed to the data receiver for pre-processing and storing in
the database. The query handler component serves queries
originating from the clients. When a query regarding ag-
gregate statistics is evaluated on the database, the result
is returned to the client and stored in the memcached ser-
vice. Cached query evaluations are used to increase the re-
sponsiveness of the server. The analyzer component consists
of two sub-components: The data validator aims to detect
whether a sensor/client is malfunctioning or miss-calibrated.
The event detector aims to detect contamination events us-
ing both measurements from sensor nodes and user feedback
from clients based on appropriate models. The correlation
of the two data sources is performed using timestamps and
location information. We assume that the time difference
among the clocks of the QoWater sensors and clients does
not have a significant impact on the statistical analysis.

Fig. 2 presents a 2-tier architecture, where the first tier
includes the sensor nodes and clients, while the second tier
consists of the server. In general, a 3-tier architecture can
be employed, in which sensor nodes are organized in clusters
managed by middle-tier cluster-heads. Furthermore, to ad-
equately support a large number of QoWater sensor nodes
and clients, multiple QoWater server instances can be de-
ployed on a cloud computing environment. For example,
using the Hadoop Distributed Filesystem (HDFS) and the
HBase, a higher aggregate I/O throughput can be achieved.

4. IMPLEMENTATION

4.1 Hardware and Software
The sensor node runs on the Libelium smart water de-

vice [33]. The device is equipped with a micro-controller
that operates at 14 MHz frequency with 8 KB RAM mem-
ory and a 2 GB SD card. It is also equipped with an IEEE
802.11b/g WiFi interface with TX power 0–12 dBm (vari-
ance by software) and RX sensitivity –83 dBm. The power
consumption of the node is 15 mA (on), and 55 µA (sleep),
while the capacity of the installed rechargeable battery is
6600 mAh. We have installed 5 sensing probes: a) The
temperature probe is a resistive sensor whose conductivity
varies in function of the temperature (range: 0–100 °C).
This probe is directly powered from the 5V supply. b) The
conductivity probe is a two-pole cell whose resistance varies
in function of the conductivity of the liquid it is immersed
in. This probe is powered by an alternating current circuit
to avoid the polarization of its platinum electrodes. c) The
potential-of-hydrogen (pH) probe is a combination electrode

that provides a voltage proportional to the pH of the solu-
tion, corresponding the pH 7 with the voltage reference of
2.048 V of the circuit. The range of this sensor is pH values
from 1 to 14. d) The oxidation-reduction potential (ORP) is
a combination electrode whose output voltage is equivalent
to the potential of the solution. It shares the same sockets
with the pH probe and the dissolved ion probes. e) The
dissolved Cl− ion probe is a combination electrode that op-
erates in the same way with the pH probe, but the reaction
in the sensing bulb is dependent on the Cl− ion instead of
the H+ ion. There are many ion-specific probes available,
but the device has only 3 ports for combination electrodes
(i.e., pH, ORP, and ion-specific probes). To get accurate
measurements from these probes, it is necessary to perform
a calibration taking into consideration the temperature vari-
ation from that of the calibration moment. Note that the
micro-controller of the sensor does not run an operating sys-
tem. We have implemented the measurement sampling and
uploading processes that run on sensor nodes. These pro-
cesses have been installed on the sensor node via USB.

The QoWater client runs on Android devices. The devel-
opment and experiments described in this paper have been
performed on a HTC Nexus One smartphone. The QoWater
server runs on a VM with 2 cores at 2.4 GHz, 4 GB RAM,
27 GB storage, provisioned with Ubuntu 14.04 OS, our soft-
ware, and its dependent packages (e.g., HTTP, PostgreSQL,
and memcached services). The analyzer component shown
in Fig. 2 has not been implemented yet.

4.2 Calibration
For a proper operation of a sensor node, a calibration pro-

cedure is required. Only the temperature probe needs no
calibration. For the remaining four of the probes installed
on the node, a calibration procedure is defined in the tech-
nical guide [33]. Each probe is immersed in reference solu-
tions and the probe readings are recorded. Then, these read-
ings are assigned in specific variables in the embedded pro-
gram. Using these variables, raw electrode voltage values are
transformed into accurate values, expressed in proper units
(e.g., µS/cm for conductivity). The calibration kit (i.e., set
of reference solutions) consists of the following parts: The
conductivity calibration kit includes two reference solutions
with nominal values 84µS/cm and 1413µS/cm. These two
reference solutions are suitable when calibrating the sensor
for drinking water. For the ORP probe calibration, one ref-
erence solution is provided, with nominal value 0.225V at
the temperature of 25 °C. The pH probe calibration kit con-
sists of three reference solutions. The solutions have nominal
values of 4, 7, and 10. For the calibration of the Cl− ion
probe, three reference solutions are required. However, the
manufacturer provides neither these solutions, nor the func-
tion for the conversion of raw Volt readings in mg/L units.
Therefore, Fig. 4 (d) reports raw values in Volts.

Verification: After the calibration, we immersed the probes
again in the reference solutions, to verify the accuracy of the
calibration (“ref.84” and “ref.1413” in Fig. 4 (a), “ref.225” in
Fig. 4 (b), and “ref.4”, “ref.7”, “ref.10” in Fig. 4 (c)). The
precision of the ORP probe is in the range of 10% to 15%
(as reported by the manufacturer).

We faced some unexpected obstacles in the calibration
process: The pH and the ORP probes include a glass bulb
in which a special liquid resides. Due to the shaking while
transporting the probes, bubbles are formed inside the bulb.
Unless these bubbles pop, the sensor will report wrong val-
ues. Shaking the sensor downward like a clinical thermome-
ter will help quickly pop these bubbles. Furthermore, the
micro-controller features three sockets for combination elec-



trode probes, namely sockets A, B, and C. According to
specifications, these sockets are identical. Despite that, we
found that the pH probe was only compatible with socket
C. When connecting the pH probe on socket A or B, nega-
tive numbers of high absolute values were reported. Yet, the
Cl− ion and the ORP probes are compatible with sockets A
and B, respectively. Interestingly, the internal printed cir-
cuit board, where the sockets are soldered, has the specific
probe names typed next to each socket.

4.3 Preliminary User Study
To obtain a preliminary evaluation of the QoWater, we

conducted a small controlled field study. For that, we as-
sessed the quality of three sources of drinking water: a) the
water from the WDN of our region, b) the water from a wa-
ter purification plant that purifies water from a river using
the reverse osmosis technology, and c) a commercial bottled
mineral water. The assessment was twofold: objective mea-
surements obtained from the analysis of the samples of each
water source (performed by the sensor node), and subjective
evaluations collected from 44 subjects who tasted the water
from these three sources and graded it using the QoWater
client. The only information about the subjects that was
kept were the scores of the water quality of the three sam-
ples and the order in which each subject tasted them. The
objective measurements and the subjective evaluations were
conducted with water temperature at 20 °C. For the sake
of simplicity, these three water sources will be referred as
“tap”, “purified”, and “bottled” water, respectively.

Objective measurements: A sample from each water source
was measured by the sensor node. The probes remained
immersed in each sample for 36 minutes. The sensor node
was recording one data point every 10 seconds, resulting
in datasets of 215 data points each. The temperature probe
needs some time to stabilize its reported values, and thus, we
omitted the first 50 measurements. Figs. 4 (a–d) present the
mean of the remaining 165 measurements for every sampled
water source. The official chemical analysis of these water
sources is included (Table 1) for comparison1.

Subjective evaluations: A number of 44 subjects, mostly
graduate students, evaluated these three water sources. Each
subject entered the experiment room individually. There,
the subject was given three small plastic (disposable) cups
containing tap, purified, and bottled water. The order of
these cups was random (and changed throughout the field
study), to avoid any bias induced by possible communica-
tion among the subjects. Each subject was informed that
all three cups contain potable water, without any indication
about the source of the water in each cup. The subject was
asked to visually inspect, smell, taste, and drink at least one
sip from each cup. Then, the subject had to evaluate the
quality of the water of that cup by filling the customer form
of the QoWater client. It was obligatory to evaluate each cup
of water immediately after tasting it; trying all three cups
and then providing all three evaluations was not allowed.
The QoE evaluations are presented in Fig. 4 (e). A QoE
evaluation is expressed as an integer number, in the range
of one to five, where one means bad quality and five means
excellent quality. The mean QoE values for the tap, purified,

1
The official chemical analysis data are published on the bottle sticker

or on the website of the water sources. We deliberately avoided citing
these websites to maintain the anonymity of the water sources. The
objective measurements of Fig. 4 differ slightly from those of Table 1.
Several reasons contribute to these variations: (a) Table 1 reports
mean values across the four seasons, (b) the sensor probes have limited
precision, and (c) the measurements are affected by the temperature
of the water sample (note that Table 1 reports values on 20 °C, while
Fig. 4 on 22 °C).
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Figure 4: Chemical parameter measurements (a–d),
QoE scores (e), and parameter-QoE correlations (f).
A x-axis label “ref.X” corresponds to measurements
on a calibration solution with nominal value X.

and bottled water are 2.11, 3.65, and 4.13, respectively. As
expected, the purified water is evaluated with substantially
higher scores than the tap water, and the bottled water with
higher scores than the purified one.

We tested the correlation between the objective measure-
ment parameters and the subjective evaluations using the
Spearman’s rank correlation. For that, we built a 132x6
matrix. Each subject contributes with 3 rows in this ma-
trix, one for each water type. Each row is a vector of 6
elements containing the 5 objective measurements (for the
corresponding chemical parameters, collected from the sen-
sor) and the QoE score of the subject for this water sample.
Then, iteratively, for each chemical parameter, we evalu-
ated its correlation with the QoE score using the Spearman’s
rank correlation test (Fig. 4 (f)). Considering a significance

Table 1: Official chemical analysis of the water
sources.

Metric Tap Purified Bottled
Conductivity (µS/cm) at 20 °C 1553 456 –

Total hardness 35.3 °F 6.41 °F –
pH 7.58 7.43 7.2

Ca++ (mg/L) – 10.42 80

Mg++ (mg/L) – 9.29 26

K+ (mg/L) – 2.61 1

Na+ (mg/L) – 74.2 6.5

Fe++ (mg/L) – 0.07 0.11

NH+

4 (mg/L) ≥0.02 – –

Cl− (mg/L) 356.1 133.29 6.8

HCO−

3 (mg/L) – 18.31 360

NO−

2 (mg/L) ≥0.005 >0.01 –

NO−

3 (mg/L) 5.7 1.84 3.7

SO−−

4 (mg/L) 68.1 17.36 12.6



threshold of p-value≤0.01, the QoE is correlated with all the
objective metrics except the temperature. The correlation
with the conductivity, ORP, and pH is negative, while with
Cl− is positive. Divalent metal ions (i.e., Ca++, Mg++, and
Fe++) influence the conductivity and total hardness of the
water. Increasing the concentration of these ions causes an
increase in both conductivity and hardness. A conjecture is
that hardness impacts negatively the perceived water qual-
ity. The statistical dependence between the conductivity
and subjects’ QoE scores provides some evidence for this
conjecture, although it is in contrast with [34]. Further re-
search is required to shed light on the human perception
of water quality and the QoWater could potentially enable
such large-scale studies.

5. CONCLUSIONS AND FUTURE WORK
This paper presents the QoWater, its architecture, and

the implementation of its proof-of-concept. During a prelim-
inary study of the QoWater in a controlled environment, we
collected and analyzed sensor measurements and user feed-
back. The development of the QoWater is an on-going effort
and the implementation of the analyzer and the access con-
trol components are the next milestones. The deployment of
a small-scale testbed and the performance of empirical stud-
ies with QoWater sensor nodes on a real WDN, with users
running QoWater clients on their smartphones in a less con-
trolled environment is another objective. This will help us
to obtain a better understanding of the sensitivity of users
regarding the water quality, the predictability of perceived
water quality from chemical analysis measurements, as well
as the potential benefits and performance of the QoWater.
Finally, the detection of contamination events based on sen-
sor node measurements and user feedback is an important
aspect for exploration.
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