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The main research areas addressed by the
Programme are: 

Network Security. Over the last few years, the
Internet has been repeatedly used as a medium to
launch attacks against computer and communica-
tion subsystems or to cripple the capacity of the
network itself. Such attacks, which are usually
called cyber-attacks, may disable a large number
of computers, which may in turn paralyse critical
infrastructures including telecommunications, pro-
vision of electric power, transportation, water sup-
plies, and commerce. To limit the spread of such
attacks and to contain their impact after they are
launched, we conduct research in Intrusion
Detection, Zero-Day Worm Detection, Denial-of-
Service Attack Detection, and in architectures for
mitigating the negative effects of security attacks.
The underlying goal is to design and implement
systems that can efficiently and accurately detect
attacks before these latter manage to spread.

Wireless and mobile networks present some
unique challenges to security due to their broad-
cast nature. In this area we are conducting
research on detection of attacks through monitor-
ing of the wireless channel activity, protection
against man-in-the-middle attacks, cryptographic
key agreement methods, and contactless smart-
cards. 

Computer systems security. Many aspects of
today’s computer architectures and systems have
not been designed with security as one of their
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The Programme on Information Security at
ICS-FORTH has been established to address
security issues  in modern information systems,
while storing, processing, communicating, and
sharing information. Security relates to  both tech-
nological aspects of information systems,  as well
as to social, economic, and law issues. On the
technology side, security spans a broad range of
topics and requires understanding of issues at all
levels of computer and communication systems,
networks, information management, and visualiza-
tion. For this reason the Programme is multidisci-
plinary and brings together researchers from vari-
ous ICS laboratories.

The Programme goals fall in two categories:

a) Technology:

 To conduct research in underlying technolo-
gies related to the security of networks, computer
and communication systems, and information pro-
cessing, and to demonstrate solutions to security
problems in real-life applications.

 To create and maintain a catalogue of best
practices in the security of networks, systems and
information.

 To participate in standardisation activities in
the field of security.

b) Policy:

 To be a center of expertise towards establish-
ing a high level of security in networks, systems,
and information, and to train specialised person-
nel, both  in the private and public sectors in deal-
ing with security issues in these areas.

 To contribute to the creation and promotion of
appropriate policies, methods for risk analysis and
management, and to support policy standardisa-
tion.

 To function as a consulting body for public and
private institutions in the area of information secu-
rity.



concerns. Thus, there is currently activity to re-
think how systems should be built and what archi-
tectural features will improve system and applica-
tion security.  In this context, we are looking at:
architectural and systems software support for
security in the memory, processor, network, stor-
age subsystems of modern systems; novel API
and hardware/software interfaces; network flow
isolation (per-flow queueing); digital system
design for low electromagnetic emissions/interfer-
ence; and hardware and software techniques for
efficient cryptographic support.

Authentication of high volumes of data in non-
trusted distributed environments. Current solu-
tions are typically centralised, expensive and non-
scalable. We develop a distributed system for
authenticating data in non-trusted environments,
at the network edge and outside the firewall. We
are currently experimenting with  caching the au-
thentication information over the network on inex-
pensive servers, as well as with other approach-
es. The system under development is expected to
dramatically lower the cost of authentication in
distributed storage, end-to-end integrity, tamper
detection, electronic commerce exchanges, wire-
less authorization, certificate revocation checking,
and other such applications.

Sensor networks and system miniaturisation.
We examine issues in building middleware for
miniature systems with extreme resource limita-
tions on power, CPU cycles, memory size, and
network speed. This enables the deployment of
networks of miniature devices and sensors in
advanced application domains, such as monitor-
ing and safety applications. We are also  design-
ing intelligent sensor devices, based on our expe-
riences from building the middleware that controls
them.

Autonomous robotic vehicles for monitoring.
We investigate how situation awareness in large-
scale premises can be improved by deploying
under a common framework autonomous robotic
vehicles combined with large numbers of intelli-

gent sensors. Autonomous robotic vehicles pro-
vide an automatic mechanism for tag locating and
continuous tag mapping, as well as surveillance
and specialized sensing capabilities during site
patrolling or in cases of alarms. We capitalize on
cutting edge technologies that we developed for
automated tracking, identification, mapping, and
inventory control for assets and persons as well
as patrolling by autonomous mobile vehicles in
large-scale premises. 

Cryptographic algorithms and digital signa-
tures. Related topics of our work include number
theoretic and algebraic problems that underlie
cryptographic algorithms, cryptographic key
agreement methods, group authentication proce-
dures, efficient cryptographic algorithms and pro-
tocols, classical and identity-based cryptographic
schemes which are based on algebraic curves,
and trust management schemes that provide
high-level security services within dynamically
varying network environments.

Related activities
Besides research, the Programme also promotes
public awareness and dissemination. For
instance, FORTH was instrumental in the estab-
lishment of the “SafeLine” hotline, which offers a
direct and responsible point of contact in Greece
for users demanding the removal and criminal
prosecution of illegal Internet content. SafeLine
can be used to report material on the Internet
which appears to be illegal or objectionable. The
SafeLine members process each report and take
the appropriate action by forwarding the report to
legal authorities for further processing. Users’ per-
sonal data is treated as strictly confidential, and
users submitting reports may remain anonymous
if they so wish. Users are also informed of the out-
come of their reports.
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